
How  does  a  CISO

budget  & plan

F U T U R E  G A Z I N G

for  3  years ’  time?



We invited Ben De La Salle former
CISO at Old Mutual Wealth and Phil
Huggins, CISO for NHS Test and
Trace, to talk from a practitioners
point of view; 

Professor Nick Jennings CB FRENG,
formerly the UK Government’s
inaugural Chief Scientific Adviser
for National Security and now Chief
Provost at Imperial College who
talked about some of the University
research that is ongoing and how
this will impact innovation; 

Jake Holloway Chief Product
Officer at Crossword Cybersecurity,
to discuss some of the innovation
themes he is seeing in new product
development and in UK Start-Ups. 

The discussion was chaired by Dr
Robert Coles - Advisory Board Chair
and Consulting Chair, former Chief
Information Security Officer of
GlaxoSmithKline (GSK) and of the
NHS.  

This paper outlines some of the key
points that were discussed.
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When setting out their budgets for
3 years (in some organisations this
can be 5 years or even up to 10),
CISOs have a good idea of what to
plan for in Year 1; some degree of
certainty in Year 2; but as the
planning cycle moves into Year 3
and beyond, they have less visibility
on where they should be spending
their money.

Therefore CISOs often put
‘placeholders’ in their budgets for
Year 3, because if they don’t budget
for them, they may see their
budgets reduced.

BACKGROUND

Year 1Year 1

Year 2Year 2

Year 3Year 3

In the first half of the paper we have
outlined some of the technology
trends, CISO’s should be thinking
about.  

If you are a grizzled and seasoned
CISO, read on.  If you are a recently
appointed CISO, or are aspiring to be
one, you may want to start at the
second half first.

The aim of this paper is to explore how CISO’s might go about deciding
what to put in as placeholders for Year 3 and what some of those
innovation themes future-gazing might be in 2023 and beyond.



One of the challenges for CISOs is
keeping track of some of the
technology trends as things are
changing so rapidly it is difficult to
keep up with innovation.  The panel
outlined two areas where CISOs
could formulate ideas on what
trends they should be thinking
about:

 (1) Looking at Cybersecurity start-
ups; and 
 (2) University research.  Start-ups
are likely to be on the 2-3 year time
horizon and University research
Year 3 and beyond.

The graphic below, illustrates this:
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You can also see the ‘Fixing the
plumbing’ that Ben and Phil talked
about in Year 1. 

We will therefore look at how to
incorporate working with Start-up
and University research into your
planning, in turn.

Working with 
start-ups
Key things to think about:

1. Difficult to keep an eye on the
start-ups – where do you find them?

2. What is the appetite for
opportunity / change within your
organisation?

3. Defining your innovation
requirements – what is relevant for
your organisation and how?

4. When you have thought about
points 1 – 3, try to find start-ups
working in spaces you are
interested in and become a design
partner.

Part 1 

Year 3
Placeholders &
Ideas around
Innovation



Finding
start-ups. 
How do you stay in touch with what
innovation is currently underway
within the cybersecurity industry?  

As I mentioned earlier, CISOs often
complain that they struggle to
wade through the noise of the
number of cybersecurity companies
that are out there.

In terms of looking on the three
year horizon, maintaining links with
cybersecurity start-ups is a good
mechanism and attending industry
days at Cyber accelerators such as
CyLon, or if budgets allow,
attending the RSA conference in
San Francisco and spending time in
the Start Up / Innovation hall can
give you a good idea of what is
happening.

There are plenty of other
accelerators such as LORCA……. And
it is quite easy to become involved
in in mentoring some of these
companies and attending industry
demo days.

Concurrently to the first step, it
helps to have an idea of what the
innovation appetite of your
organisation is and this may be
dictated by what your organisation
actually does.

This barometer will dictate how
adventurous you can be.  It is not
much use trying to implement new
technology when there is little
appetite, or indeed the knowledge,
within the organisation.

It is also important to fix the basics
first, as if you are poor at patching
or good cyber hygiene, having the
latest shiny toy in your budget for
Year 3 will not help to solve your
problems.Defining your innovation
requirements. 

Clearly this will be heavily
dependent on your overall
cybersecurity strategy, and point
number 24. When you have found
some start-ups in areas you are
interested in, consider bringing
them in as a design partner.  

They have the innovation and the
nimbleness you may be lacking, you
have the infrastructure and 
access to large amounts of data.
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Looking further out, on the 3-5 year
horizon, University research is where
the long term innovation will be.  

Key roles of Universities are to look
into the future and explore the art of
the possible and they are able to do
this because they are not under the
same commercial pressure as other
organisations. 

Imperial College, London have been
central to the governments research
(in COVID-19 research for example),
because they work in those areas
when they weren’t fashionable and
have been working for 10 – 20 years
on some areas, so will have in depth
knowledge that very few commercial
organisations will have access to.

In the same way yomight look to
approach start-ups, Universities are
always keen to partner with
commercial organisations and if
approached in the right way, can
help explore some of the innovation
themes you may be considering in
your Y3 budget.  They can be used in
a similar way to forming design
partners with start-ups, but with a
longer time horizon.  

An ideal scenario would be to have a
University researching Y3 and
beyond and then look for start-up
who are building technology in that
field.  You may even be able to work
with the University in spinning out a
company who can forge a link
between the two.

University Research.
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Over the 3 – 5 year horizon, we
discussed the following
cybersecurity innovation themes
that companies may consider
having on their radar.

Automation on cyber defence and
attack.  There is currently a
shortage of skilled cybersecurity
professionals and much of the work
is repetitive and manual.  There is
also an increasingly complex
landscape and it is infeasible to
keep the same levels of human
oversight as the volume of hacking
increases and the attack surface
expands.  

Developments in Artificial
Intelligence and Machine Learning
are areas on how you can scale and
improve your cybersecurity
defences, without having to
increase headcount.  This will also
free up cyber professionals to focus
on the more complex attacks and
work more strategically – to do
more with less.

There will still be a need to keep
humans involved and we envisage a
future that will see humans and AI
systems working in partnership. 
 This isn’t just about technology,
but also understanding human
behavioural science and how this
intersects with technology.

Post Quantum Computing.
Prototypes are out there.  Was 20+
years out, but that horizon is getting
much closer. Consider how to
construct algorithms which are
quantum safe.

Formal methods of using maths and
computer science to formally prove
software that has characteristics and
what software can do.  Software is
now constructed using testing;
Amazon and Facebook have people
looking at formal techniques for
formally proving what software will
do – verified and trustworthy
software systems.  Hack proof
software, is intense and complex to
do.  

Universities and start-ups are
starting to look at this also.

Innovation 
Themes.
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Others themes that we believe are
worth thinking about are:

Application level, operating system
level;

Where are there vulnerabilities?

As this underpins encryption;
quantum safe computing;

Keeping data permanently
encrypted, but you still need to use
the data;

Using the tools, but not just for
marketing purposes; Edge
computing;

End to end and not just playbook.
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Authentication:

Security by design

Risk and threat analysis and
detection models

Random number generation

Computational encrypted
data

Blockchain and AI

Strategic automation of
cybersecurity processes



Part 2 

Get the fundamentals right first.

Before starting to think about how you will spend your money in three years-
time, it is important to ensure that understand your organisation and have
the fundamentals in place which underpin good cybersecurity hygiene.  

We would therefore recommend carrying out the following steps before
starting to plan 3 years ahead. 

Because of the frequent turnover in CISO roles, we find that following these
steps, or a variation of them, is usually what CISOs will do when starting a
new job. 

Understand the business context.
May seem obvious, but it’s not
always considered.  

It is very difficult to form a practical
and relevant cybersecurity strategy
unless it is aligned with the overall
business strategy. 

It is not easy to understand the
context and takes work, so get out
and speak to business leaders at
different levels; learn how the
business functions at a day to day
level and also understand what
restrictions security is imposing on
how they operate (these may not be
deliberate).

A good cybersecurity strategy
should enable the overall business
strategy and aligning the two,
allows security practitioners to
understand how the Threat
landscape might evolve.
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For example if your company is
expanding into new geographies or
launching new products or
applications, this could lead to a
change in the threat landscape and
you may have to adjust your
underpinning cyber strategy.  

Wider business engagement also
helps (a) the business understand
they are an enabler for security; (b)
security will form part of any change
programme, product or geographic
launch and their associated
budgets.

REMEMBER THAT 
THE CYBERSECURITY

STRATEGY SHOULD BE
FLUID AND THERE

SHOULD BE CONTINUOUS
BUSINESS ENGAGEMENT

IN ORDER TO ADJUST THE
STRATEGY.
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Where is security going, and how is
that relevant for an organisation.  

Once you have a good view of your
organisations’ current level of
cybersecurity and how this is aligned
with the companies’ strategy,
understanding where security is
going and what is relevant to your
organisation is an important next
step.

Some innovation may not be
relevant, due to cost and difficulties
implementing, but others may be
very important, particularly if your
company is doing something new. -
This goes for the threat horizon also.  

Although there will be some
similarities between the threats now
and in 3 years it is difficult to predict
the innovation of the hackers in 3+
years.

There is of course an incremental
change in threats, but there will also
be disruptive changes in threats
also.

Carry out an ‘As Is’ Operating Model
Assessment.  

It is very difficult to form a view of
what’s needed in 3 years unless you
have an accurate view of what is,
and what is not working today.  

Getting a comprehensive view of
the current security posture and
whether security is meeting its own
and wider business objectives gives
you the starting point from which to
plan for the future. 

The three year plan may be simply
to fix the day-to-day security
posture and this will add far more
value to your organisation that
investing in exciting, but not terribly
useful technology innovation or
themes.



It’s counter-productive to move
security on at a faster pace than the
organisation can cope with, so
incremental change, with some of
the innovative themes as strategic
drivers, as part of your Year 3
placeholders can me a more
effective approach.

Benchmarking.  

Cyber professionals are very good at
this, because it is such a close knit
community and there are plenty of
formal, and informal, communities
of interest where CISO’s share best
practice and are able to learn
lessons from each other.
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Do not try to build the gold plated
solution, because you will never get
there.  

Often looking at the incremental
improvements over a 12 month
horizon and repeating this
programme is more effective than
trying to make major strategic
changes which can be hard to
implement.  

This is particularly true fo big
organisations which have stitched
together systems and applications. 

When forming a cybersecurity
strategy, it’s important to
understand the change opportunity
within it.



Get the fundamentals in place before you start thinking too hard about
innovation themes for Year 3.  

Depending on your organisation, continuous improvement in the
fundamentals may be enough and may be the best way to ensure your
organisation is protected.  

If you and your organisation does have an appetite to innovate, working in
partnerships with Start-ups in the medium term (3 years) and Universities in
the longer term (3+ years) allows you to incorporate the latest thinking and
technology into your cyber defences and also has the added benefit of being
an interesting proposition for keeping your team engaged. 
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Thank you for reading the summary paper of our Future Gazing
discussion .We had an extremely productive and enjoyable

session and if you would like to listen to the full recording, it is
available here.

Conclusion

https://my.demio.com/recording/J5OAjq6p
https://my.demio.com/recording/J5OAjq6p
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OUR PANEL

Professor Nick Jennings CB FRENG 
Crossword Cybersecurity Advisory Board, formerly
serving as the UK Government’s inaugural Chief
Scientific Adviser for National Security 
from 2010 to 2015, providing independent scientific
advice on issues of national security 

Ben De La Salle, ICA Consultancy and ex CISO at Old
Mutual Wealth. Linkedin Profile here

Phil Huggins, CISO for NHS Test and Trace 
Linked in Profile here

Jake Holloway – Crossword Cybersecurity  
Chief Product Officer
Linked in Profile here

Dr Robert Coles (Panel Chairman)  
Advisory Board Chair and Consulting Chair, former
Chief Information Security Officer of
GlaxoSmithKline 

https://www.linkedin.com/in/huggins/
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